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Diverse Lanuages

• Strategy / Annex (Plans)

• Functional – Checklists and Flow Charts

• Business Impact Analysis

• Continuity of Operations / Government

• Risk Management / Exposure to Financial Loss

• A Question: Does the Strategy of your organization dictate 
the form or lens through which you determine what is 
important?

Organizations Do this in Different Ways:



Critical Infrastructure Defined? 

Critical infrastructure means systems and assets so vital to

the Nation (state) that the incapacity or destruction of those

systems or assets would have a debilitating impact on security, 

economic security, public health and safety, or any combination of 

those matters

- Patriot Act (CA State Law)

Presenter Notes
Presentation Notes
Diffused arches(Intermediate)To reproduce the shape effects on this slide, do the following:On the Home tab, in the Slides group, click Layout, and then click Blank.On the Home tab, in the Drawing group, click Shapes, and then under Lines, click Curve (tenth option from the left). On the slide, click three points to draw a simple curved line, and then double-click to finish drawing. Select the curved line. On the Home tab, in the Drawing group, click the arrow next to Shape Fill, point to Gradient, and then click More Gradients. In the Format Shape dialog box, click Fill in the left pane, select Gradient fill in the Fill pane, and then do the following:In the Type list, select Linear.Click the button next to Direction, and then click Linear Down (first row, second option from the left).Under Gradient stops, click Add gradient stop or Remove gradient stop until two stops appear in the slider.Also under Gradient stops, customize the gradient stops that you added as follows:Select the first stop in the slider, and then do the following:In the Position box, enter 0%.Click the button next to Color, and then under Theme Colors click White, Background 1 (first row, first option from the left). In the Transparency box, enter 50%.Select the second stop in the slider, and then do the following: In the Position box, enter 100%.Click the button next to Color, and then under Theme Colors click White, Background 1 (first row, first option from the left). In the Transparency box, enter 100%.On the Home tab, in the Drawing group, click Shape Effects, point to Soft Edges, and then click 5 point. On the Home tab, in the Drawing group, click the arrow next to Shape Outline, and then click No Outline. To reproduce the background effects on this slide, do the following:Right-click the slide background area, and then click Format Background. In the Format Background dialog box, click Fill in the left pane, select Gradient fill in the right pane, and then do the following:In the Type list, select Radial.Click the button next to Direction, and then click From Center (third option from the left). Under Gradient stops, click Add gradient stop or Remove gradient stop until two stops appear in the sliderAlso under Gradient stops, customize the gradient stops that you added as follows:Select the first stop in the slider, and then do the following:In the Position box, enter 0%.Click the button next to Color, and then under Theme Colors click White, Background 1 (first row, first option from the left).Select the second stop in the slider, and then do the following: In the Position box, enter 100%.Click the button next to Color, and then under Theme Colors click White, Background 1, Darker 50% (sixth row, first option from the left).To reproduce the duplicate curved lines on the slide, do the following:On the Home tab, in the Clipboard group, click the arrow under Copy, and then click Duplicate. Repeat the process for a total of three curved lines. On the slide, drag the curved lines to position them as needed. Right-click one of the duplicate curved lines, click Edit Points, and then drag the points on the curve to make a new shape. Repeat the process with the other duplicate curved line. 



Federal Views of Infrastructure

• 1998 – Infrastructure Sectors and Special Functions

• 2003 – Infrastructure Sectors and Special Functions

• 2013 – Critical Infrastructure Sectors, Specialized 

Functions, and Support Functions

• Inclusion of Cyber/Physical across all 

• Sector Plans (technically Integrated Plan in 2013)

Evolving 



Federal Views of Infrastructure 

• Type of Infrastructure
• FEMA - Community Lifelines

• Impact analysis
• CISA /National Risk Management Center
– National Infrastructure Prioritization 

Program 

– National Critical Functions



California State Process: Two Examples 

Type of 
Infrastructure 

/ Threat

CPUC Public Safety Power 
Shutoff Critical 
Infrastructure

1

Impact 
Analysis / 

Capacity and 
Function

Critical Infrastructure 
Protection 2



Public Safety Power Shutoff  

Emergency Services Sector 
Police Stations 
Fire Station
Emergency Operations Centers

Government Facilities Sector
Schools 
Jails and prisons

Healthcare and Public Health Sector
Public Health Departments
Medical facilities, including hospitals, skilled nursing facilities, nursing 

homes, blood banks, health care facilities, dialysis centers and hospice 
facilities
Energy Sector

Public and private utility facilities vital to maintaining or restoring 
normal service, including, but not limited to, interconnected publicly-
owned utilities and electric cooperatives
Water and Wastewater Systems Sector

Facilities associated with the provision of drinking water or 
processing of wastewater including facilities used to pump, divert, 
transport, store, treat and deliver water or wastewater
Communications Sector

Communication carrier infrastructure including selective routers, 
central offices, head ends, cellular switches, remote terminals and cellular 
sites

Rulemaking 18-12-005

Elevated Fire Risk

Preventative Shutdown

Phase One Critical Facilities/Infrastructure (Partial)



2. Chemical and Hazardous Materials (Reviewed and preliminarily 
implemented 2012)

◦ 2.1 Facilities with a current registered Risk Management Plan AND EITHER a 

total toxic chemical capacity of 500,000 lbs. or greater, OR an estimated 

population at risk of exposure within a 1-mile radius of 

7. Energy (Non-Nuclear) (Reviewed and preliminarily implemented 2011)
◦ 7.1 Electricity

◦ 7.1.1 Power generation plants having a total generating capacity across all 
units that exceeds 1,000 MWs

◦ 7.2 Oil

◦ 7.2.1 Petroleum terminals with total storage capacity of 200,000 barrels 
or more. 

◦ 7.2.2 Operable petroleum refineries with refining capacity of 20,000 
barrels per day or greater.

Started 2009 as Tier 3 List

Capacity-Based Screening

Prioritized for Data Collection
And

Risk Scoring

Draft Phase One Critical Infrastructure Criteria 
(Selections)

Critical Infrastructure Protection
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